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Abstract— Global navigation satellite system (GNSS) is
indispensable for consumer electronics (e.g., smartphones) but
faces  severe  spoofing  threats that  manipulate
positioning/timing. However, traditional signal quality
monitoring (SQM) methods rely on fixed multi-correlator
fusion, which lacks adaptability to dynamic spoofing, leading
to unstable detection. To address these limitations, we first
define the spoofing signal-to-noise ratio (SSNR) to
quantitatively evaluate theoretical detection probability of
SQM metrics, providing a benchmark for metric selection. We
then prove the suboptimality of linear fusion using Cauchy-
Schwarz inequality, which cannot reach the theoretical SSNR
upper bound, further confirming the need for nonlinear
solutions. Building on this theoretical insight, we propose a
dedicated spoofing convolution network (SpoofConvNet)
tailored for consumer electronics. Adopting a three-stage
framework (multi-correlator spatiotemporal feature input, end-
to-end convolutional neural network processing, and spoofing
state output), SpoofConvNet directly targets the flaws of
traditional —methods. Its shared encoder integrates
spatiotemporal feature extraction and noise suppression, while
2-dimensional convolutions simultaneously capture spatial
correlator anomalies and temporal frame trends. Its
lightweight architecture aligns with the hardware constraints
of consumer devices. Experiments validate SpoofConvNet
outperforms both traditional SQM methods and mainstream
neural networks, providing a practical anti-spoofing solution
for GNSS-enabled consumer electronics.

Index Terms—Consumer electronics, global navigation satellite
system (GNSS) spoofing detection, signal quality monitoring
(SQM), SpoofConvNet, spoofing signal-to-noise ratio (SSNR)
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I. INTRODUCTION

LOBAL navigation satellite system (GNSS) has

become an indispensable sensor in consumer

electronics, as it underpins core functions of devices
such as smartphones, virtual reality (VR) headsets and smart
wearables [1]. These functions specifically include location-
based services in ride-hailing apps and spatial positioning in
VR games. However, the open signal structure and ultra-low
received power of GNSS make it highly vulnerable to
spoofing attacks, where counterfeit signals are injected to
manipulate position or timing information [2]. A typical
incident occurred near the Kremlin in Moscow in 2016, when
GNSS spoofing caused smartphones of social media users to
incorrectly locate at Vnukovo airport, which is 20 miles from
downtown Moscow [3]. As consumer electronics increasingly
rely on GNSS for safety-critical scenarios (e.g., pedestrian
navigation) and experience-driven scenarios (e.g., VR), timely
detection and isolation of spoofing attacks have become
imperative to safeguard user trust and system integrity [4].

The mechanism of GNSS spoofing and its impact on
receiver tracking loops can be summarized as follows:
spoofing signals initially enter the receiver with a weak power
advantage, gradually diverge from authentic signals (pull-off),
and eventually manipulate the loop output to control
navigation results [5]. During spoofing, the variation in the
cross-correlation function (CCF) between the local replica and
the received signal is illustrated in Fig. 1, where the green
dashed line denotes the CCF between the authentic signal and
the local replica, the red dashed line denotes the CCF between
the spoofing signal and the local replica, while the black curve
denotes the CCF between the hybrid signal (combining
spoofing and authentic signals) and the local replica. The
black dots indicate the positions of the early (E), prompt (P),
and late (L) correlators within the tracking loop. After
spoofing intrusion, the coexistence of authentic and spoofing
signals (with relative delay) distorts the CCF. This distortion
transforms the CCF from a symmetric shape to an asymmetric
one, and this asymmetry serves as a critical indicator for
spoofing detection via signal quality monitoring (SQM). SQM
is widely adopted in consumer electronics due to its
compatibility with existing receiver hardware. The basic
principle of SQM is to construct detection metrics using
correlator outputs and implement binary hypothesis testing (Ho:
no spoofing; Hi: spoofing exists) for decision-making.
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Fig. 1. Variations of the CCF in the GNSS receiver tracking
loop during spoofing intrusion.

Traditional SQM methods for spoofing detection primarily
focus on two directions. On one hand, classical detection
metrics, including Delta, Ratio, Slope, and early-late phase
(ELP), are built using outputs from a single pair of in-phase (I)
correlators [6], [7]. To adapt to spoofing with time varying
delays and phases (a scenario common in dynamic consumer
scenarios like driving), subsequent studies have extended
these metrics by fusing quadrature (Q) outputs and multi-
correlator signals [8], [9], [10], [11]. They construct composite
detection metrics via linear weighting to broaden the coverage
of spoofing parameters [12], [13], [14], [15], [16], [17], [18],
[19], [20]. On the other hand, noise suppression is critical for
improving  detection reliability in noisy consumer
environments (e.g., urban canyons). Recent work has applied
Kalman filtering to smooth raw correlator outputs, which
effectively reduces noise interference on SQM metrics without
adding excessive latency to consumer devices [21].

With the proliferation of artificial intelligence (Al) enabled
consumer electronics (e.g., Al-optimized smartphones,
intelligent wearables), intelligent SQM methods integrating
machine learning (ML) and deep learning (DL) have emerged
as a research focus [22], [23]. These methods aim to address
the limitations of traditional methods based on linear models
while aligning with the computational capabilities of modern
consumer hardware [24]. Their core advantage lies in
leveraging data-driven nonlinear modeling to enhance
detection robustness in complex consumer scenarios, such as

urban multipath and dynamic spoofing. Key advances in this
field center on three directions: multi-feature fusion, which
integrates SQM metrics, carrier-to-noise ratio (CNR), and
positioning, navigation and timing (PVT) residuals to address
the limitations of single-parameter detection [25], [26], [27],
[28]; sequential dynamic modeling, which uses long short-
term memory (LSTM) or convolutional neural network (CNN)
to capture the slow time varying characteristics of spoofing
signals and adapt to dynamic consumer scenarios like vehicle-
mounted navigation [29], [30]; and unknown scenario
adaptation, which adopts generative adversarial network or
variational autoencoder to generalize to unseen spoofing types
and address the uncertainty of real-world consumer attack
patterns [31], [32], [33], [34]. Many of these methods have
validated their effectiveness on the Texas spoofing test battery
(TEXBAT) benchmark dataset, achieving high detection
accuracy and low latency, which are key requirements for
consumer devices [35], [36]. However, while intelligent SQM
methods have made progress, they still lack a systematic
connection with the theoretical bottlenecks of traditional
methods. Most studies focus on performance optimization
through empirical model design, without clarifying why
nonlinear models outperform linear weighting. Additionally,
they rarely customize features or network structures for the
unique characteristics of GNSS signals and the hardware
constraints of consumer electronics.

Current research on GNSS spoofing detection in consumer
electronics faces three major gaps. First, the absence of
quantitative assessments regarding the theoretical detection
performance of different SQM metrics hinders resource-
constrained consumer devices from selecting optimal
indicators. Second, the limitations of traditional methods and
theoretical basis for introducing intelligent approaches remain
unresolved, impeding the generalization of intelligent SQM
across diverse consumer scenarios. Third, the features and
network architectures required for spoofing detection urgently
require customization. Existing approaches often employ
generic deep learning architectures, failing to fully leverage
GNSS signal characteristics while also struggling to
accommodate the hardware constraints of consumer devices.

To address these gaps, we propose a GNSS spoofing
detection method based on a dedicated spoofing convolution
network (SpoofConvNet), which is tailored for consumer
electronics. The method adopts a three-stage framework:
multi-correlator temporal-spatial feature input, end-to-end
convolutional neural network processing, and spoofing state
output. This framework enables accurate detection of dynamic
spoofing while balancing performance and resource efficiency.
The key contributions of this study are as follows:

1) We first provide a quantitative definition of the spoofing
signal-to-noise ratio (SSNR) for SQM metrics. A higher
SSNR indicates a higher theoretical detection probability,
and this definition lays a theoretical foundation for
metric selection in consumer devices.

2) Using the Cauchy-Schwarz inequality, we theoretically
prove that any linearly weighted multi-correlator SQM



method cannot reach the theoretical SSNR upper bound.
This confirms the inherent suboptimality of linear
methods and justifies the need for nonlinear models.

3) We design a shared encoder structure that extracts
temporal-spatial features from multi-correlators while
suppressing noise. By replacing traditional linear
weighting with the local feature extraction and nonlinear
mapping of CNNs, we fundamentally resolve the
theoretical suboptimality of linear methods. Meanwhile,
the architecture of SpoofConvNet is lightweight, making
it suitable for consumer electronics.

Experimental results on self-constructed datasets (covering
time and position spoofing) and the TEXBAT dataset validate
the effectiveness of the proposed method, demonstrating its
potential for integration into smartphones, VR headsets, and
other consumer devices.

The remainder of this paper is organized as follows. Section
IT analyzes the spoofing process and SQM metrics, clarifying
the limitations of traditional methods. Section III details the
design of SpoofConvNet. Section IV presents experimental
validation, comparing the performance of the proposed
method with traditional and other intelligent methods. Section
V discusses the results and concludes the paper.

II. SPOOFING PROCESS AND METRIC ANALYSIS

This section first establishes a signal model under spoofing
attacks. It clarifies the statistical characteristics of multi-
correlator outputs for both authentic and spoofing signals. It
then analyzes the principles and performance bottlenecks of
classical SQM metrics, and further discusses the constraints of
linear weighted multi-correlator fusion methods. All analyses
focus on optimizing signal processing approaches that align
with consumer electronics’ hardware capabilities, improving
detection performance for real-world user scenarios, and
resolving practical security challenges in GNSS-enabled
consumer applications.

A. Classical SOM Metrics and Their Performance Limitations

The output expressions of correlators with code spacing d
for I and Q channels of the tracking loop are [21]

I(d)=R(At+d)cos(Ap)+a,R(d)+n,
1
0(d)= R(At +d)sin(Ag)+ 1, M
where Az, Ap, and a, denote the relative delay, phase, and
amplitude of the spoofing signal to the authentic signal. n; and

nq are zero-mean Gaussian white noise components. R(*) is
the CCF of the pseudorange random noise (PRN) code,

satisfying
R(d 1-|d
) =10,

From (1) and (2), after spoofing intrusion and before the
onset of pull-off (a process where spoofing signals gradually
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diverge from authentic ones), Az = 0 and the I-channel CCF
exhibits symmetric, even characteristics. Once pull-off starts,
At deviates from 0, and the CCF no longer maintains
symmetry. This change in CCF symmetry before and after
pull-off serves as the core basis for spoofing detection via
SQM, which is widely adopted in consumer electronics due to
its compatibility with existing GNSS receiver hardware (e.g.,
multi-correlator architectures in smartphone chipsets).

SQM implements detection through binary hypothesis
testing: the null hypothesis Ho indicates no spoofing, and the
alternative hypothesis H: indicates spoofing presence.
Detection metrics are constructed using correlator outputs to
quantify CCF asymmetry. Two typical SQM metrics are Delta
and Ratio.

1) Delta metric

The Delta metric quantifies CCF asymmetry using the
normalized difference between the outputs of E and L
correlators. For the I-channel, its expression is

_1(-d)-1(d)
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Mp follows a Gaussian distribution with a noise variance of

1
0

coh

[1-R(2d)] (4)
where C/Np is the CNR, and 7., is the coherent integration
time. From (1), the mean of Mp; can be derived as

R(At—d)-R(Ar+d)
R(At)cos(Ap)+a,

Uy (d) = cos(Ap). (3)

From (5), under Ho (no spoofing), Az = 0 and upi(d) = 0; under
H: (spoofing presence), At # 0 and upi(d) # 0.

2) Ratio metric

The Ratio metric quantifies CCF asymmetry using the
normalized sum of E and L correlator outputs. For the I-
channel, its expression is

I(-d)+1(d
RI = ( 1)(0) ( )_/JR (d) (6)

MR; follows a Gaussian distribution with a direct current (DC)
component ur(d) and a noise variance of

on(d)
From (1), the mean of Mg, can be derived as

;URI(d)
[R(Ar—d)+R(A7r+d)]cos(Ap)+2a,R(d) . (8)
B R(A7)cos(Ap)+a, 4 (d)

1

:m[lm(zd)—zlez(d)]. (7)

To ensure the mean of Mz; is 0 under Ho, the DC component
of Mgy is obtained from (8) as

Hy (d)=2R(d). )



Further, the mean of Mgy under H; is
Hri (d)
R(Az—d)+R(Az+d)—2R(d)R(A7)
= C
R(At)cos(Ag)+a,

(10)

os(Ag) )

As indicated by the above analysis, both Delta and Ratio
metrics are Gaussian variables with a mean of 0 under Ho. For
a specific Gaussian variable M, with standard deviation o, and
mean 0 under Ho, the detection threshold 7 corresponding to a
given false alarm rate (FAR) Pr is calculated by

2

] 5 T
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In subsequent experiments, Pr was set to 107° for calculations
of T.. Correspondingly, the theoretical detection probability
when the mean of M, is u, under Hi is
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Based on the derived (4), (5), (7), (10), (11), and (12), the
theoretical detection probabilities of Delta and Ratio can be
numerically calculated for different values of relative delay
and phase between spoofing and authentic signals. In these
calculations, the amplitude gain of the spoofing signal is set to
0.4 dB, C/Ny is 45 dB-Hz, and T.o; is 1 ms. Since spoofing
signals with a relative delay exceeding 2 chip cannot interfere
with the receiver tracking loop, the relative delay range is
limited to 0~2 chip. Fig. 2 shows the theoretical detection
probabilities of Delta and Ratio when Ap = 0, At varies from 0
to 2 chip at 0.1 chip intervals, and d varies from 0 to 2 chip at
0.1 chip intervals. The highest theoretical detection probability
is achieved when d = Az. This highlights the limitation of
classical single-correlator SQM metrics in consumer scenarios,
where spoofing delays are often time varying.

dx = %erfc[erfc' (PF)_\l/g—J] . (12)
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Fig. 2. Theoretical detection probabilities of (a) Delta and (b)
Ratio under different relative delays and correlator spacings.

Fig. 3 further shows the theoretical detection probabilities of
Delta and Ratio when Az =0.9 chip and Ag takes values of 0,
0.2m, 0.25w, and 0.5m rad. First, for any Ag, the detection
probability peaks when d = 0.9 chip (i.e., d = A7), and Delta
and Ratio exhibit similar performance (with Delta slightly
outperforming Ratio). This indicates that improving detection
probability depends more on matching correlator spacing to

spoofing delay than on metric type. However, in real
consumer scenarios, spoofing delays are dynamic, making it
challenging to maintain reliable detection with a single pair of
correlators. Second, as Ag increases from 0 to 0.57 rad, signal
energy gradually shifts from the I-channel to the Q-channel.
This causes the detection probabilities of Delta and Ratio
(calculated using only I-channel outputs) to decrease
significantly, even dropping to nearly 0 when Ag = 0.57 rad.
This underscores the necessity of fusing 1/Q channel data to
ensure robust detection across varying phase conditions.
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Fig. 3. Theoretical detection probabilities of Delta and Ratio
under different relative phases and correlator spacings.

B. Linear Weighted Multi-Correlator SOM and Its Constraints

To address the limitations of single-correlator SQM metrics,
multi-correlator fusion methods have been proposed. These
methods use multiple pairs of E/L correlators with different
spacings to cover a wider range of Az, which is critical for
adapting to time varying spoofing delays. This subsection
analyzes the most common fusion method based on linear
weighting and proves its theoretical suboptimality using the
Cauchy-Schwarz inequality, providing a rationale for adopting
nonlinear approaches in consumer electronics.

From the analysis in Section II.A, Delta exhibits slightly
higher theoretical detection probability than Ratio under the
same spoofing parameters. Thus, Delta is selected as the base
metric. A metric group is constructed by configuring N pairs
of I/Q complex correlators, where the N pairs are evenly
spaced. d, denotes the spacing of the n-th correlator pair (n =1,
2, ..., N). The Delta metrics computed from the outputs of the
I-channel and Q-channel correlators are abbreviated as Deltal
and DeltaQ respectively. When the correlator interval is d,
they are denoted as Di(d,) and Dq(d,)

. (13)
0(-4,)-9(d,)
1(0)

D, (dn ) =



Di(d,) and Dq(d,) share the same noise variance, given by
o2(d,)=——[1-R(2d,)].

C / N co/z
For fusing the metric group, the linearly weighted summation
is typically used

(14)

ﬁ D (d,)
" (15)
RS

where B, > 0 is the weight coefficient. To minimize output
noise, weights are generally determined by the reciprocal of
the noise standard deviation. The noise variance of the
summed metric is [21]

Zﬁ (Zﬁn[R (d,~d,)

coh m=1 n=1

o} —R(d, +d (16
Since Di(d,) and Dq(d,) have the same noise variance and the
1/Q channels are orthogonal, the complete detection metric is

obtained via non-coherent accumulation of the two channels

Co=(G) +(C,) an

From (12), when the detection metric follows a Gaussian
distribution, the detection probability for a given false alarm
rate depends only on the ratio of the mean to the standard
deviation (u./oyx). Fig. 4 presents the theoretical detection
probability corresponding to u./o. values ranging from 0 to 10.
A higher u/o, indicates a higher detection probability. For
comparing the performance of different detection metrics, the
square of this ratio (i.e., the ratio of the mean squared to the
variance) is used. This ratio reflects the relative energy of
spoofing versus noise; a larger value means stronger spoofing
characteristics relative to noise and better detection
performance. For clarity, this ratio is defined as the SSNR.
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Fig. 4. Theoretical detection probability as a function of the
/oy ratio under different false alarm rates.

Taking Di(d,) as an example, consider N detection metrics
Di(d1), Di(d>), ***, Di(dy). From the analysis in Section II.A,
the theoretical detection probability is maximized when Az =
dy. Thus, at any given moment during a spoofing, only one of
the N metrics output the maximum SSNR, denoted as M

_ g P (4)]

M = SSNR
max 1<n<N O-[Z) (dn)

(18)

where upi(d,) is the mean of Di(d,). Let j be the index of the
metric with the maximum SSNR; then M can be expressed as

()]

M SSNRmaX - (19)
o; (dj)
The mean of the weighted sum C; is
N N
E[Cl]:zﬁnE[Dl (dn )]:ZIBWHDI (d (20)
n=1 n=1

Since the correlator spacings satisfy d, > 0 and d, > O, it
follows that |d, — d| < |d, + dp|. From (2), we obtain R(d, — d\)
> R(d, + du). Consequently, by (16), the covariance between
Di(d,) and Di(d) is non-negative

Cov(D,(d,), D,(d,))

L [R(d,-d,)-

C /Ny-T
From (21), the noise variance of the weighted sum C; satisfies

R(d,+d,)]> >0 @1

coh

ol > C/N - Zﬁ [1-R(2d,)]= Zﬂ,

coh n=1 n=1

(22)

Using (20), (22), and Cauchy-Schwarz inequality, the SSNR
of the weighted sum C; satisfies the following inequality

(£[G]) (B >)2
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Inequality (23) indicates the SSNR of the weighted sum does
not exceed the maximum SSNR M among the original N
metrics. The equality in the Cauchy-Schwarz inequality holds
only if f./upi(d,) is constant for all n. However, in real
consumer scenarios, spoofing signal parameters (e.g., Az, Ap)
are unknown and time varying, which means upi(d,) is also

RSSNR -

=M




unknown and time varying. A fixed weighting scheme cannot
achieve the maximum SSNR output, so the detection
probability cannot reach the upper bound of a single metric.

An alternative approach to multi-correlator fusion is “OR-
gate decision-making,” where spoofing is declared if any
metric exceeds the threshold [18]. However, this method
requires distributing the total false alarm rate across multiple
metrics. From (12), reducing the false alarm rate for individual
metrics leads to a decrease in detection probability.

C. Nonlinear Advantages of Neural Networks

Classical SQM metrics are limited by their reliance on single
correlator pairs, making them unable to adapt to time varying
spoofing. Linearly weighted multi-correlator fusion methods
expand feature coverage but are constrained by the Cauchy-
Schwarz inequality, preventing them from reaching the
theoretical SSNR upper bound. OR-gate decision-making
reduces detection probability due to false alarm rate
distribution. Thus, introducing nonlinear fusion mechanisms is
critical to overcoming these limitations and improving
spoofing detection performance, and neural networks provide
both theoretical support and technical pathways for this goal.

From a theoretical perspective, the universal approximation
theorem states that a feedforward neural network with hidden
layers (equipped with nonlinear activation functions) can
approximate any continuous nonlinear function defined on a
compact set to arbitrary precision [37]. This is vital for fusing
multi-correlator features to detect spoofing, as complex non-
linear relationships are present between multi-correlator
outputs (e.g., Delta metrics from I/Q channels with different
spacings) and spoofing states (relative delay, phase,
amplitude). Moreover, the universal approximation theorem
provides flexibility in network design without necessitating
the prior construction of mathematical models. Data-driven
learning enables the generation of feature fusion. This
generality is essential for deploying SQM in diverse GNSS-
enabled consumer devices.

From the perspective of practical detection requirements, the
dynamic characteristics of spoofing signals further demand
that detection models possess temporal dependency modeling
capabilities, which is another key advantage of neural

networks. Spoofing signals exhibit slow time varying behavior.

Relative delay gradually changes across frames, and relative
phase shifts due to environmental propagation effects or
spoofing device instability. Linear weighting and single-time-
step feature extraction methods only focus on multi-correlator
outputs at the current frame. They cannot use historical frame
information to distinguish between random noise interference
and sustained dynamic changes in spoofing signals, leading to
missed detections or false alarms. Neural networks, especially
those with temporal modeling capabilities, such as 2-
dimensional (2D) CNNs, effectively address this issue. By
treating continuous frames of multi-correlator outputs as
temporal inputs, the network can automatically learn the
dynamic evolution rules of spoofing. Meanwhile, temporal
modeling enhances noise robustness. By smoothing and

correlating features across frames, transient noise-induced
anomalies are suppressed, and the network can focus on the
sustained dynamic features of spoofing signals.

III. SPOOFCONVNET BASED DETECTION SCHEME

To address the limitations of traditional SQM methods, this
section proposes a GNSS spoofing detection scheme based on
a dedicated convolution network (named SpoofConvNet). This
scheme is tailored for consumer electronics, as it breaks
through the bottlenecks of linear modeling, adapts to the
spatiotemporal characteristics of GNSS signals, and enables
efficient detection of both static and dynamic spoofing
scenarios through end-to-end feature learning.

A. Overall Architecture

From the preceding analysis, classical SQM metrics, relying
on single correlator pairs, fail to continuously capture dynamic
spoofing features, while linearly weighted multi-correlator
fusion methods cannot reach the theoretical SSNR upper
bound. To address these issues, this scheme adopts a three-
stage detection framework: multi-correlator spatiotemporal
feature input — end-to-end convolutional neural network
processing — spoofing state output, as shown in Fig. 5. Each
module works synergistically to achieve integrated functions
of feature extraction, noise suppression, and classification
decision-making. The core goal is to break the limitations of
linear methods through nonlinear modeling while enhancing
detection robustness in complex consumer scenarios.

The scheme’s key innovations align with the hardware
capabilities and application demands of consumer electronics.
First, it replaces traditional linear weighting with the local
feature extraction and nonlinear mapping of CNNs. This
fundamentally resolves the theoretical suboptimality of linear
methods proven in Section II. Through multi-layer nonlinear
transformations, the network adaptively explores the deep
coupling relationships between multi-correlator features and
spoofing states. It does not require pre-defined fixed weights,
allowing it to adapt to time varying spoofing parameters.
Second, it integrates GNSS signal physical characteristics with
convolutional network technology by designing a shared
encoder structure. This structure extracts spatiotemporal
features from multi-correlators while suppressing noise,
eliminating the need for additional filtering modules. This
simplifies the detection process and avoids increased latency
from multi-module cascading, which is essential for consumer
devices that demand low-latency responses (e.g., real-time
positioning in ride-hailing apps). Third, the network structure
is deeply adapted to the 2D spatiotemporal characteristics of
GNSS signals. Spoofing interference manifests in two ways:
spatial anomalies (e.g., pseudorange offsets) and temporal
anomalies (e.g., gradual delay shifts). The scheme uses 2D
convolutions to capture both types of features simultaneously,
addressing the limitation of traditional static models (e.g.,
multilayer perceptron (MLP)) that only process global
statistical information. This enables accurate detection of



dynamic spoofing scenarios common in consumer applications.

B. Signal Input Layer Design

The core function of the input layer is to convert the raw
outputs of multi-correlators in GNSS receivers into a
spatiotemporal feature format suitable for network modeling.
Its dimensional design strictly follows the physical
characteristics of GNSS signals and the spoofing detection
requirements of consumer electronics, ensuring compatibility
with the hardware constraints of devices like smartphones and
smart wearables. Specifically, the input data is defined as a 3-
dimensional (3D) tensor (H, W, C), where each dimension’s
value and meaning are determined based on the spoofing
detection needs.

For the spatial dimension (H = 20), it corresponds to the
distribution range of Delta metric groups. Since spoofing
signals require a relative delay of 0~2 chip to interfere with
the tracking loop, 20 pairs of correlators are spaced at 0.1 chip
intervals. Each correlator output includes amplitude and
correlation peak energy information from both I and Q
channels. This design ensures full coverage of potential delay
offsets of spoofing signals, which is critical for adapting to
dynamic delay changes.

For the temporal dimension (W = 100), it corresponds to the
temporal observation window of GNSS signals. Combined
with the 10 Hz update rate of consumer-grade GNSS receivers,
the tracking loop update at 1000 Hz under .., = 1 ms, with
100 consecutive frames corresponding to a 0.1 s observation
window. This duration is sufficient to capture the slow time
varying characteristics of dynamic spoofing signals,
preventing the loss of dynamic features due to an overly short
window.

For the channel dimension (C = 2), it corresponds to the I
and Q channels of GNSS receivers. As analyzed in Section II,
signal energy gradually shifts from the I-channel to the Q-
channel as the relative phase Ag increases from 0 to 0.57 rad.
Relying on a single channel can significantly reduce detection
probability. By inputting data from both I and Q channels, the
network fully utilizes the complete energy information of
signals, enhancing detection robustness under phase offset
conditions common in urban consumer environments (e.g.,
signal reflections in canyons).

C. Feature Processing Layer Design

The feature processing layer is the core of SpoofConvNet,
as it realizes the integrated functions of noise suppression,
feature extraction, and -classification decision-making. It
adopts an integrated structure of “shared encoder + classifier”.
The shared encoder is responsible for spatiotemporal feature
extraction and noise suppression, while the classifier
determines the spoofing state based on the extracted features.
The overall design balances detection performance and
engineering practicality, with a focus on meeting the
lightweight requirements of consumer electronics.

1) Shared Encoder (with Temporal Denoising Capability)

The shared encoder adopts a feature extraction architecture
based on 2D convolutions to capture the spatiotemporal joint
features of multi-correlator outputs while suppressing random
noise. The first layer is a 2D convolution with a 3%3 kernel, 64
filters, and “same” padding. The 3x3 kernel can
simultaneously cover a local window of “3 adjacent
correlators (spatial dimension) + 3 consecutive observation
frames (temporal dimension)”. This design is suited to the
local anomaly characteristics of GNSS spoofing signals, such
as output offsets of specific correlators over a short time
period. The 64 filters are used to extract different types of
local spatiotemporal features, including spatial distribution
anomalies and temporal gradual changes. A batch
normalization layer and rectified linear unit (ReLU) activation
function follow the convolution layer. Batch normalization
accelerates network training convergence and alleviates
overfitting. The ReLU activation function introduces
nonlinearity into the network, enabling it to model complex
relationships between features and spoofing states. The second
layer is a 2D convolution symmetric to the first, but with the
number of filters reduced to 32. This design retains key
features while reducing the network parameter scale, avoiding
excessive computational overhead that hinders deployment on
resource-constrained consumer devices (e.g., smartwatches
with limited processing power). It also wuses batch
normalization and ReLU activation to further enhance feature
extraction and noise suppression.

In terms of functionality, the shared encoder offers the
advantage of integrated feature extraction and noise
suppression. The local receptive field of 2D convolutions
focuses on local anomaly regions of spoofing signals (e.g., 3—
5 frames when spoofing begins), effectively filtering out
global random noise interference. The batch normalization
layer further weakens the impact of noise on feature
distribution. Unlike traditional methods that require additional
filtering modules, this integrated design reduces latency and
hardware complexity, making it more suitable for integration
into consumer GNSS receiver chips.

2) Classifier (Directly Connected to the Encoder)

The classifier is designed based on a combination of
convolution, pooling, global fusion, and fully connected layers.
Its core goal is to convert the high-dimensional spatiotemporal
features extracted by the shared encoder into binary
classification results (no spoofing/spoofing present). It also
adopts lightweight design strategies to meet the real-time
requirements of consumer applications. Its structural design is
detailed as follows.

First, a 2D convolution layer with a 3x3 kernel, 64 filters,
and “same” padding is used. It is paired with a batch
normalization layer and ReLU activation function to further
refine the features output by the encoder. This step enhances
the distinguishability between spoofing features and normal
signal features, which is critical for reducing false alarms.

Next, a 2x2 max-pooling layer is added. This layer reduces
the dimension of feature maps through subsampling, lowering
the computational load of subsequent layers while retaining



key information. This lightweight design is essential for
deploying the network on consumer devices with limited
battery life and computing power.

After pooling, a global average pooling (GAP) layer
compresses the 2D feature maps into a 1-dimensional (1D)
vector. By calculating the global mean of each feature channel,
the GAP layer eliminates interference from local redundant
information and avoids the parameter explosion issue caused
by directly flattening features.

Finally, two fully connected layers are included with 128
dimensions (for feature dimension conversion and nonlinear
mapping), and 2 dimensions (corresponding to the two classes
of “no spoofing” and “spoofing present”). A Softmax function
outputs the probability distribution of the two classes. If the
probability of “spoofing present” is >0.5, the current
observation window is determined to contain a spoofing;
otherwise, it is determined to have no spoofing.

Signal Input Layer Feature Processing Layer
Shared Feature maps 20x100x64 Feature maps 20x100x32
Encoder
=)
Convolution Convolution
3x3 kernel 3x3 kernel
W= 100 N 64 filters 32 filters
O  same padding same padding
Classifier Feature maps 20x 100x64 Feature maps 10x50x64
0 50 100
W =100 Convolution
Multi-correlator spatiotemporal feature 3x3 kernel
64 filters 2x2
Qutput Layer same padding Subsampling
Spoofing ol 0000 O 0000 00
: Output Connected
No spoofing Probablities

spoofing state output

End-to-end convolutional neural network processing

Fig. 5. Proposed SpoofConvNet-based spoofing detection framework.

IV. EXPERIMENTAL VALIDATION

In this section, the effectiveness of the proposed
SpoofConvNet for consumer-centric GNSS spoofing detection
is validated through multi-dimensional experiments in both
static (time/position) and dynamic (time/position) spoofing
cases. A quantitative analysis is conducted to indicate the
advantages of SpoofConvNet in enhancing detection, adapting
to resource-constrained consumer devices, and maintaining
strong generalization across unseen scenarios.

A. Experimental Setup and Dataset Configuration

The experiment was conducted on Nankai University’s
campus (Tianjin, China), a hybrid urban-suburban
environment with semi-occluded (building-lined paths) and

open (plazas) areas, which is typical of consumer GNSS use
cases, as shown in Fig. 6. Two key systems were deployed: a
reference receiver system for collecting authentic GNSS data,
and a spoofing-transceiver system for simulating controlled
attacks. The reference system used a consumer-grade multi-
constellation GNSS receiver (u-blox NEO-MS8T) with a patch
antenna, mounted on the rooftop of the unmanned aerial
vehicle to collect authentic data. This included static position
and dynamic trajectory data. The spoofing-transceiver system,
designed for low cost and consumer compatibility, used a
HackRF One to produce hybrid signals (authentic + spoofing).
Spoofing parameters (amplitude gain: 6 dB, time delay: 0~2
chip, position offset: 0~600 m) simulated real-world attacks,
while a compact smartphone-sized antenna and software
receiver replicated signal processing.
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Fig. 6. Experimental scenario and setup. (a) Reference
receiver deployment in a semi-occluded campus environment;
(b) Configuration of the spoofing-transceiver system.

The signal workflow followed a consumer-relevant pipeline:

authentic baseband signals were generated using reference
receiver data and ephemeris, while spoofing signals targeted
four common consumer scenarios (static time/position
spoofing, dynamic time/position spoofing). Hybrid signals
were up-converted to the 1575.42 MHz and transmitted, then
received by the software receiver, down-converted to
intermediate frequency, and recorded for analysis.

The test dataset included 16,000 samples, with 2,000 “no
spoofing” and 2,000 “spoofing” samples per scenario,
covering a CNR range of 40~50 dB-Hz (reflecting noisy urban
to open consumer environments). Samples were formatted as
3D tensors [H=20, W=100, C=2] to match SpoofConvNet’s
input design. Training used a consumer-grade processor with
an Adam optimizer (initial learning rate 0.001), batch size 64,
50 epochs (with early stopping), and L2 regularization.

B. Comparison with Traditional Methods

Fig. 7 shows the detection rate of Deltal under static time
spoofing, with varying spoofing delays (0~2 chip) and
correlator spacings (0~2 chip) across different CNR levels. As
CNR decreases from 50 to 40 dB-Hz, the overall detection rate
declines. For any given CNR, the highest detection rate occurs
when the correlator spacing matches the spoofing delay, which
aligns with the theoretical analysis in Section II. Furthermore,
Fig. 8 presents the complementary performance of Deltal and
DeltaQ when the correlator spacing is fixed at 1.4 chip. Both
metrics achieve high detection rates when the spoofing delay
is near 1.4 chip, but their performance diverges in two
intervals: in Interval A, Deltal outperforms DeltaQ); in Interval
B, DeltaQ is superior. This validates the necessity of fusing

1/Q channel data.
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To validate SpoofConvNet’s superiority over traditional
multi-correlator fusion methods, we compare its performance
with two classical linear methods: Kalman-filtered linear
weighted SQM (Kalman + Weight) and Kalman-filtered OR-
gate SQM (Kalman + Or gate). Both traditional methods use
Kalman filtering to smooth raw metrics but differ in fusion
logic. Fig. 9 shows the real-time detection rates of the two
traditional methods and SpoofConvNet under static time
spoofing across different CNR levels. SpoofConvNet reaches
a 100% detection rate faster than both traditional methods in
all CNR scenarios. This low latency is critical for consumer
applications, where delayed spoofing alerts can disrupt user
experience.
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To quantify performance across all scenarios, Fig. 10
presents the average detection rates of the three methods
during spoofing pull-off. Traditional methods show significant
performance variation. Kalman + Weight reaches 88.41% in
static time spoofing but drops to 70.49% in static position
spoofing, while Kalman + Or gate falls to 55.99% in static
position spoofing. In contrast, SpoofConvNet maintains an
average detection rate exceeding 90% across all four scenarios,
demonstrating stable performance.

C. Comparison with Other Neural Network Architectures

To further highlight SpoofConvNet’s advantages, we
compare it with three mainstream neural networks (MLP,
bidirectional LSTM (BiLSTM), and Transformer), configured
with the same input dimension [20, 100, 2] and trained under
identical conditions. Fig. 11 shows the receiver operating
characteristic (ROC) curves of all four networks across the
four spoofing scenarios. SpoofConvNet’s ROC curve is
consistently closest to the top-left corner, indicating the best
balance between detection rate and false alarm rate. This
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advantage is most pronounced in time

(Figs. 11(a) and (c)).
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Fig. 11. ROC curves of different networks across four
spoofing scenarios with (a) static time spoofing, (b) static
position spoofing, (c) dynamic time spoofing, and (d) dynamic
position spoofing.

Figs. 12 and 13 present detection rates and false alarm rates
versus CNR (40~50 dB-Hz). As CNR increases, all networks
show higher detection rates and lower false alarm rates.
Regarding detection rate, BILSTM and SpoofConvNet
outperform MLP and Transformer at all CNR levels. Specially,
at 48 dB-Hz, SpoofConvNet reaches peak detection rates of
99.49% (static time) and 99.28% (dynamic time), which is the
highest among all networks. Regarding the false alarm rate,
SpoofConvNet achieves the lowest overall level among all
compared models, and nearly all its results across CNR levels
are below 10%. The isolated outlier in Fig. 13(c) that slightly
exceeds 10% is statistically negligible and does not reflect the
model’s general performance. BiLSTM, by comparison,
shows a distinctly higher false alarm rate across the board.



Table I summarizes performance across all scenarios and CNR
levels. SpoofConvNet achieves the highest area under curve
(AUC) (0.9840), a detection rate (92.68%) comparable to
BiLSTM (93.95%), and the lowest false alarm rate (1.75%).
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Fig. 12. Detection rates vs. CNR under (a) static time spoofing,
(b) static position spoofing, (c) dynamic time spoofing, and (d)
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TABLE I
PERFORMANCE SUMMARY OF ALL NETWORKS

Network AUC Pp (%) Pr (%)
MLP 0.9437 84.90 10.70
BiLSTM 0.9571 93.95 14.85
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Network AUC Pp (%) Pr (%)
Transformer 0.9392 84.00 7.00
SpoofConvNet 0.9840 92.68 1.75

D. Ablation Studies

To verify the necessity of SpoofConvNet’s core modules,
including 2D convolution for spatiotemporal modeling and
GAP for feature aggregation, two ablation models were tested
under the same training and test conditions. The first ablation
model, SpoofConvNet-1D, replaces all 3x3 2D convolutions
with 3x1 1D convolutions, which only extract spatial features
from correlator distributions without capturing temporal
dependencies between consecutive frames. The second
ablation model, SpoofConvNet-noGAP, removes the GAP
layer from the classifier and directly flattens the 2D feature
maps output by the max-pooling layer before feeding them
into the fully connected layers.

Table II shows the performance of the ablation models with
the original SpoofConvNet. SpoofConvNet-1D shows a 1.80%
drop in AUC (to 0.9660) and a significant 10.05% increase in
false alarm rate (to 11.80%), even as its detection rate only
decreases slightly (to 92.28%). This confirms that 2D
convolution is critical for distinguishing noise-induced
random fluctuations from spoofing-induced temporal trends.
For SpoofConvNet-noGAP, AUC decreases by 0.82% (to
0.9758) and false alarm rate rises by 5.05% (to 6.80%), while
detection rate remains stable at 92.58%. This indicates that
GAP suppresses interference from local noise by averaging
feature values across each channel, which is essential for
maintaining low false alarms. These results validate that 2D
convolution and GAP are key to SpoofConvNet’s superior
performance, especially in the noise-prone, resource-
constrained environments typical of consumer electronics.

TABLE II
PERFORMANCE OF ABLATION MODELS

Network AUC Pp (%) Pr (%)
SpoofConvNet 0.9840 92.68 1.75
SpoofConvNet-1D 0.9660 92.28 11.80
SpoofConvNet-noGAP 0.9758 92.58 6.80

F. Generalization Performance on the TEXBAT Dataset

To further validate SpoofConvNet’s adaptability to real-
world consumer scenarios, cross-dataset testing was conducted
on the TEXBAT, which is a public benchmark with real
spoofing cases (Case 2~Case 8). No model fine-tuning was
performed to simulate the practical deployment of
SpoofConvNet on off-the-shelf consumer devices, where
retraining or parameter adjustment is not feasible for end users.

Table III presents SpoofConvNet’s performance on each



TEXBAT case. The model maintains high AUC values (>0.95)
and detection rates (>88%), with an average AUC of 0.9786,
only 0.54% lower than its performance on the self-constructed
dataset, and an average detection rate of 90.84%. The false
alarm rate remains below 10% for all cases. This consistent
generalization across unseen data distributions confirms
SpoofConvNet’s practical value for consumer electronics.

TABLE III
SPOOFCONVNET’S PERFORMANCE ON TEXBAT DATASET

Case AUC Pp (%) Pr (%)
2 0.9822 93.63 7.52
3 0.9695 88.84 0.43
4 0.9675 89.91 0.89
5 0.9543 90.92 3.96
6 0.9754 91.68 5.33
7 0.9919 90.31 0.49
8 0.9893 90.56 1.33

V. CONCLUSION AND DISCUSSION

We have presented a dedicated spoofing convolution
network (SpoofConvNet) to address global navigation satellite
system (GNSS) spoofing detection challenges in consumer
electronics, where traditional methods suffer from linear
suboptimality, poor dynamic adaptability, and hardware
mismatches. Theoretically, this study defines the spoofing
signal-to-noise  ratio (SSNR) to quantify detection
performance and uses the Cauchy-Schwarz inequality to prove
that linear weighted multi-correlator fusion cannot reach the
theoretical SSNR upper bound, providing a basis for adopting
nonlinear models. Regarding architecture, SpoofConvNet’s
three-stage framework (multi-correlator spatiotemporal input,
end-to-end convolutional neural network processing, and
spoofing state output) is tailored for consumer devices. The
shared encoder integrates spatiotemporal feature extraction
and noise suppression, 2D convolutions capture both spatial
correlator anomalies and temporal frame trends and the
lightweight design fits mid-range consumer hardware
constraints. Experiments validate that compared with
traditional methods, SpoofConvNet maintains an average
detection rate of 90%+. Versus mainstream neural networks, it
achieves the highest area under curve (AUC) (0.9840). Cross-
dataset testing on TEXBAT confirms generalization, with
average AUC 0.9786 and detection rate 90.84%.

SpoofConvNet balances performance, efficiency, and
hardware compatibility, offering a practical anti-spoofing
solution for consumer GNSS devices. Future work will
integrate low-power inertial data for weak-signal scenarios,
expand to multi-constellation support, and compress the model
for entry-level devices.
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